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Abstract: To address the low tally-verification efficiency and insufficient support for diverse voting modes identified in
electronic voting scenarios, an anonymous and accountable aggregate ring signature algorithm supporting multiple vot-
ing modes was proposed. The proposed construction was designed to preserve voter privacy while ensuring the legiti-
macy of voting operations. Ring signature technology was employed to enable decentralized setup and hide verifier iden-
tities, reducing the risk of tracing or manipulation during verification, while an aggregation mechanism was introduced
to compress multiple ballots into compact verification objects to improve tally-verification efficiency. To regulate the
number of votes cast by the same signer, a linking authority was introduced together with linkable tags, enabling support
for both single-vote and multiple-vote settings. Security analysis and experimental results show that the proposed algo-
rithm achieves a good balance between anonymous regulation and efficiency, and reduces the time overhead in the link-
ing phase by about 98.29% on average compared with the k-LRS scheme.

Key words: electronic voting, ring signature, identity hiding, linkability

0 315 2N TR . BRAER) BT RO R G I R
[ 20 40 70 4R A0S, HL TR AT (i B BEENS ML R SRR O, £

RS, E}J\$iﬁ&%£u%$ﬂ&ﬁ<ﬂ%%i%ﬁ{qj AR T, AR REEREAME IR, T

WisHEER: 2026-03-20; 1EEIHEA: 2026-04-11

BIE1EE: M, chenjing@whu.edu.cn

ESWHE: EIEMRFAREE BT H (No.2025NCSF02027)

Foundation Item: The National Cryptologic Science Fund of China (No.2025NCSF02027)



%5 6 34 B GG SE < T 1A HL T 15 B B A AT A TR PR R A Bk 67

B OGS R FA . N ARBRFA S RBLREFA . HAZO B
Proe iR S N B BN E K = 2 A2
HE ORI AR S AL 3 = J7 ¥ ORFEA ] W

b5 B T N R S BEEARYR, IE T
EX & HISY I A B e Rt ol Sy i e R
Rt 52 .

SEA R T Rk S A AR S AR B
ZARFFESORE, BFETHEENUILE N AT 554435
ToiER A5k N Hh A SR A R O % . IR
i Cohent M H, T8 H KFTRIA IR R
A W 2 SIS AR AR B R T B AR 5 B 4
P . Ordinos & ZPME R 8 AN AT 36 00E 1) 56 4 1 SR
AR TR, FHASRESS 2T 22t EHG%
SOOI S5 SR R, AE AN R R SRR B A
T AL R A ZHCH AR IR SR, STHR[9]
I FASME . 207 2T S5 FFR0E A
M, BRI SRR S ML . B EE R
1E NN HE e 5% 52 25 2 24 37 5t B A AE B 1 RE R A0
Wabartha 25104k & RIS N5 5 2 05 @ a8, ™%
Rl it S A S bR g5 B, AN T 25 A 70 e 2
BN SR T ARSI 5 X
P EARG SR TIRETT R, BERERERAL
()[R B $i2 1 28 43 1 ] B ik 14 5 977 S e i

RUE T8 AR SRR AL T R 2 A 00 1 B A
TR, (HHAEMERE B 5 M AR A FE N AT I -
I RTT S B = P BOR,  THE S I AE R Rk
AR, ARG SRR A4 YRR RN M55 7R EAT REE
PRI, MELLARIETR GEFe ALt 5 T A

oy Bk SR A B R e S I, B
FEA RG] S S AR TH R
E A C AT IAR P o SRV /AT AN 8 AR = = T
2o (HEE B 85 25 55 75 RO 2 B AUz, 4
SR (10 7 R Mok U213V AT ok 5 A S HE T [ B
By o B3R KA B, Jamroga ZEIBIHRE HY T XU R
il TE 2 KRS BRI S L], 7R ORIESS R BAS 2R
AT TR SRS AR S . Adida SR
tH 1] Helios 402 1 ME JL S0 25 v e D) N 1) T
AT REET & R RSN 5 E A
PUIE R AR R E N E A, R o A 2
BRMLEISEHT 3 R R S R R TR N
TE M A 2R 3k 4], Ramchen 25151 £ 05 %
S E SRS NE AR REILEZRERL, JFEER

WEZ T 2t E LI Bt BRI A T RE S
SERHE A, Yang Y T PriScore R4E, KITA
B SIS TG K5 NV = v SV TN (WA R R CETa Tl 2R
PHE EATHE B A — R BN EE 2847 N7
Rz, MR ORI I R o A . AR TR E
X%, HamZUE Wang HUIGRIGINEE 4 5%
RN, HEE A LS E U B A A IE
st 2R B Rl . Kryvos J7 Sl it 45 /&
[F) A5 AV T 2 2 BN R B B E 2% . k-LRS 77
TP TR T AIRZIRAZE L ME L K RS,
WS R AR EE ZHRAT . R, TR
M 5 e P ARG ze S [R] B ARBBORB, 3 A7 AE T
JE ke BEAh, BT A BE B E IR R AR,
TE AR e 26 HR A7 A PE RE S .

SRy B v SR AE B FADRY 5 AT AT B E 2
(S 7 5~ ABATE R PR BesEid SR
PEFEOASE B S 2 HEWT G, 5 K 5 it B X
Bro SNafeminT s 8 SRR R K, 7R 9l AN
S 2 T A8 B S AENLH],  InE TR SIS R

i bRk, MARTRETFREREAE. ATk
EMES RGO AMME LA 564 Bl v 5 B
SRERAL T R N AR SRR A v, ARSI
AT W 2B E R Re; SRt 52 Bt 1 &
THE AR, AU B AT LAY 1 e B s
M5 E KT A R A . X IR ] R, AR S )
o Re T SR T — MR T E AT IR
M HREE T, R DRI IR A4 VI [F] I S 3 6)
HERFATNARIE, RGN T B RAR
Ay, AR ETTEIRI N .

(1) X IIAE 77 58 Wa B0 i 14 5 36 11 46 o 18]
Hk BAREMEIGK B, MW THEERBLEER
A AL I 4 W e .l b I TR AE, SE
M HE 5 IRE R RS, K RE B EN
O(f (k)% 0(1).

(2) JELFEIR T 5 LI VFAL AR | AT %
Mzt Smat, @REYNZTT REREAE, 7]
WS YRR M SCHL 1A RO, RS HE.

1 FEEiR

1.1 FZ%
R 407 FRUR LI Mk, a3
% (RGen,RSign,RVerify) , 4T A 4 e



<68+ W fE

#

{18 47 %

. ZAHESRIEELS5HE. BAaEnF.

(1) RGen(I") — (SK,PK): i N%4ZH 7,
ALV SK 5 A8 PK.

(2) RSigng (M,R) — o: FIANHEMEIHR =
(PK,,---,PK, ), HHTEHEE M XN R4 0.

(3) RVerify,(M,0) — 0/1: HIANHE M 5% N
IR 00 #7252 BAE @ W 1, S % 0.

WEER M, WA EAD K2, RIR| =
2, HIFP R AR &M,
1.2 SM2NEAMEBEE

SM2 1 ] i 28 23 51 5 A B 3k 22V 2 e [ N 4 %
MG ER), FEAFEHFELEL. BHR
B BRI A BN Sk . o AN S L H 3 A
VR % (Gen,Enc,Dec), HAREEAUT,

(1) Gen(I7) — (sk,pk): INZEZH r, i
HFAEH sk 5 A% pk

(2) Enc(m,pk) — c: HATHEH L m 5 AH
pk, XS NS o

(3) Dec(c,sk) — m: HANJHE %L c 5HH
sk, HiHvEEH X m.
1.3 FEXEMRIE

(1) DDH (decisional Diffie-Hellman) i @il4],

WG AN AR p WRIETEAR, Etg e G,
Z’a\%(g,g“,g",T), HabeZ, HTeG, HET
LT = g%,

DDH [ ¥ 4 B 15 A2 48 AN 47 £E 2 T 20 8] 5500%
AE LAAN AT 208 PRI 2 58 1 B IR 405
(2) & B X %0 (discrete logarithm, DL) [A]
o WG AN AR p KIFENEIARE, ERUT
geG. % (gg") Haez, EXRIHL
68 a.

DL [ A 11 AR 15t i AN A7 AE 22 T I 8] 502 g
DA B 20 (R =R N5 52 1 (2. ) PP RS F6 8L a

RGRE

ARG

B 44 AT R A R R G N 1 s

(D R 485 TRE S BT SL A%
9 BT AR M Lo EAT R A R B AL
(2) HEN: AT RSB E TR I Lk
HAG R

(3) ML FEARHE S VIR B 43 R
AR

(4) TFEHL: FRIE AR S IS IR

5 (25]

2

2.1

AA L BEA A
(o (efd  (def
@
AL \\\\ l ///
re——---- - |
L Rossmu 5w |
: ARIERS @ |
|
: e eI BEa |
BB
GHIRA
WEEG gy
a
|
|
| @RI %A
|~
!
! W
] BB




%61

ARERI AR, XA AT R G SRR

(5 WEFC: FRBIERGHRES MR A
SR, BRSSO AT AR

TEWIIEAC S TEMBY B, MO 58 R il ah
I A AR S S . R 10 M PO 3 v
K, BT ESRIF AR 5 M EIE o
FN. EREE, BRI A FAEH 58
R A BRI R s A B G . TEEE O
PR EE M SRR R B TR, B FH AT
FIHEREG, BREHRESREERRE L. &2
B OB S R R AT T AR
2.2 EAMRE

SN2 AR ST RAEIE B BB T At
WAFEMER 2 T TF A, BFNRER G 14
WA RECEEREN, @R ERED S &g
ITRH, Re/Iiid T .

(D FEME APHEY: A7 K Register (id )
O AT E 8 & &, JF Al L ReplacePK (id,pk’)
TR AR SR B AT R AT N IR e . A
AR T HIE R4 B R I AHIR .

() EHHEZASREEN: AvIMERH
B Sign (id,m), VRIS X R IIRZE 4, 001G
RIFEA LI —H GRS L PAT TG B LIS R
g R

(3) thit Sepikiis: AREDIE S Akt
R 5 B IR, A5 7] — B A LKA AL
T EERBOET RGN _ER k.

23 ZE2BfrR

P FIRBUPME RN, RS 58 7R [ B A
T4 Hbr

(D EAM: ST EEANEREEA AR
LT, BEAMAEL, HAEZEHHE
Hh R — R R SR N AE R IR AS T B AT LA

(2) ArPyittk: MFARM RAELZ KA K
BVETEN 3 R

(3) RBCZIRYE: AF B 2 DT A Rl
A Rk SR IS s R k.

T AT — % 4 H bR 0 5 T = mT 2
W, WIFR TG SRAE 1% % A N e 4,

ASCNEE B A AT Dyds 1 A 2 PR 3 A
J5 T SRR C5WTF A2 Bk, 5%
RS UL IR 1 iR

A SE - T T L T BRI A W I R A I A A - 69 -
=1 HXFFS AR
GiRe) i
pp RFENISH
(Isk,Ipk) RGN
id, S IMNIERE R
(sk;.pk;) 5 iR AR R
B, S R S ML
R =(pky,"--,pk,) HAPES
n R
m (RESZ TSN
c HEEX
tag, BEHATAS
k FEIBCER
1=(Co) RER-E P 25 4
£={Coo.tag Y- | EERPRE R oL iR A Sy
o W24
6 RE%4

(D BT Game Y™ (7)

ORERZESHEE. CMANLES W ciaAT
Setup (1) E R G A LS pp HEEE R 1sk, I
WM 5 AHYIE

Q&M B . AW BRIV iR Register (id )+
ReplacePK (id,pk’). Sign(id,m), + Sign{¥ 5t ¥
XS AR R LR B R R AT A

OB B . A% Em 5P Sy id,,id,
CI 00 B R B 8 1 W S8 A 1D o CBE HL X
be{0,1}, JFEM o™ — Sign(m’ sk RIpk), Hr
RNHFT A HABIRA BRI, Ik o IR [E1% A, B
Ja ARk S i) R E 0, {HEEIEXT (idgm”) 5
(id,,m" ) RBE LT HE AR b {01}, 3
b'=b, WEFWIF LN BEAEREE N

Advijr)::wr[Gmnqy“(r):1]—~%| (1)

AT B 2 W EF A4, Advi™ (7)
Nn] RS g, T R R A .

(2) A PhiE MR Game ™ (7)

ORGZZHKE . [FGame " () FHRO.

Q& WP B, [ Game}™ (7) FIERD.

OB, TEERENE, BT AfE—1
=M (m" 6" R"), HH RO TR, Bk



70 - A

¥k

47 %

HWMATRANZE LB L, B A HE L
Verify (m",0" ,R") G5 1. &HIUERM, METF
R BHIAERRT), WEE—BER (m"0") H A
F ot A A R R . A IR SRR
A, N ARG -

RO Py i L SR -

Adv'™®(7) = Pr[Game' ™ (7) = 1]< negl(7) (2)

Fr AT MR 22 T U (A1 T A B 15 Ui X 1) A6
0] 2R, WIFRTT S 2 AT g

(3) REZ BRI B Game P (7).

O RASHKE. [FGame’y" (7) FIP RO,

@ EHHFB. [FGame " (7) IR,

® BB . fTEAEREAE, BFEE A
R EESD =(Co), JFRZEHEE . Pk #H
B AT BE P SR Klink (Iskok I " R). 5 SRS HIAE 46
fFg L, WIECFRM 5 %H— N B bR 2 1
£H L ={(Cotag) }» MZEAH AR —FEHAr
2 tag” KR B A BB Tk AHIXEEKH
)ik BN A IR, AT i A T AR -

ARSOWG IR ESZ PR A UM -

Adv¥™ () = Pr[ Game'?*™ (7) = 1] < negl(z) (3)

AT MR 22 T ()BT A 15 I T X () A
BEN] A, TIFRIT 290 2 B2 IR YE
3 RREI
3.1 ERUEX

(1) Setup(17): RAWIMHE L. ZEIZEHE
M OHAT, MAZEZSEHT, itk AL pp
5 R G AL 15k

(2) KeyGen (id,pp): & RFM PP ZH L
HE RPAT, A S0 EEid 5 AESHpp, 3k
XL RAE sk« A pk, SEE LS BB, M
HOORAZ A IR, Ak RN B & 1R SR AR 1Y)
BEN.

(3) Sign(m,sk,RIpk): ZE2 5%, ZEIEH
BWEANHAT, WANHE B m. sk FR=
(pk,,--+,pk,), LA RGUEEH A Ipk, frH %4
c 5EHE C,

(4) Verify (C,o,R): BB IUER L. Z5H
EHITFEFLIAT, MIANHEELC. BE4 oM
AR = (pk,,--.pk,). £EAWIEETNHH 1, &

W%y H 0.

(5) Klink (Isk,k,7): FEHHE L ZHEFEHETE
HOHAT, BANBEREE I sk BRI R L, DA
MR IR A AT =(Co)o THREHOLXTELEE
A PATHE SR S RS TR E, B
BB 25 50) . 1) 25 44 B e P SR R BB ke, DU
WL B, mHEdRUENERES L=
{ Ciotag;Ji_ o

(6) Aggregate(L): RAEXRLEMF L. ZH
R OIAT, AR LES L, R
GG

(7) AggVerify (pp,R,6): K EZEHIUEF L.
ZEEHREE T ORAT, MARRAILS Hpp.
WRMEEGE 6. HREZFLIUEET N HH 1,
75 % H 0,

32 AGHE

AN PRS- MR 4 T I B REE R
g, WRFEYHEH. BREM. EMTE4D
BB
321 kLM

TERIMEA B, M OB AT RGWTAG 1 B
Setup (I") ARG AL SE S HEAH . BRI
LRBHNPAT MR E L, 153 AT
ZH(p.G,,G,,Gre), Hp AKREH, GGG,
BIAW A p WG RIERE, G, x G, > G N7 &
LA AINE| SEY S EE A C S [ I =P I ARV i
MGG, Tk AR Ttge G 5weG, HT
JEEER P AP S B I . WIIRAGIG A R
oG, EXRRBAREH: {01} — Z, H
TRAR KR S W VA IR Z, P T
[F] I R A R H,:G, — G,, HT¥HH
PSS 2 G,.

VEE b0 AT BRI Z) B LI HUb &y, F
P R R N, H B R e U
Isk = ¢, € Z,, BELAPE NIk = 0" € G,.
HAHIPKEARGAILSEN SN KA, BEREALEH
Isk TR OV RFE, T REER B IR L
BB A4 0] N RV BE AR 25

NSRS SO A, RS R 1 B SM2

I OB 22 5 e ppgy, = (.G, S

G AR, n . WE O BE AL IE BURL 8



%61

B GG SE < T 1A HL T 15 B B A AT A TR PR R A Bk <71 -

dp <7, HHHESNAHAP, « d,G. REFN 15
€ % IR A2 BB # (key derivation function, KDF)
KDF: {0,1}" x N— {0,1 5 58 8 ¥ & 5% o5 1 H:
{0,1} — 10,1}, LA BRAEHERD 2 IR AR RS
. &%, MHRGAHSHSEEAY], EX0N:
pp = (G,Go.Gr.p.e.8.0.H ,H, lpk,ppgy, ).Isk = ¢,(4)
322 RRIEMHE
FEME RV B, ERMA S ERdE A
Z ¥ pp, BITIEM 1 KeyGen (id,pp ) SR HEE T
Fe. RBMLR R x, e Z, fENARHT, 500 B A
Hpk,=g"e G,. X, HIERMERSE, AH
pk, Z S EE MR . I S A BB H, A S REAT
WRER, 45 2505 B H) B S 4
B, = H,(pk;)" € G, ©)
e IR IRE, 10k RORA SR B O PR R
N, FHEARHARATF (sk,.pk,.B,) AL HFF G 23R % 4
B JOAIE K A e B R A
323 HEMK
TEFREN B, RN E SR iE 5 A AT
B, PRS2 44 5% Sign (m,sk R Ipk ) 5E IR 4
AR RS 1R AT
P ERFEARRME . BRI SOE R
M52 P AR N NIZAT SM2INE ik, Hh i
SCH L H 5 3% BR IR choice 2 A2 B 8] B timestamp
FIBENLE p € { 0,1} 4K
M = (choice,timestamp,p ) (6)
BEEANNH BRI P B L il % 5 0 e 7,
TEMRE L B C, =06, HirEILE N S=
OP, = (x,y,), L RARARAETE, I E B RAT 0.
FENHE (xy0p, ) F2 i 5E W X HF B2 5 1 9 KDF 1
N, 1331 = KDF (x,|lv,[M)): i B e 4%
PO R AR 4 R R BT R A 0, JFEE Lidb
B HEAR SO B TR A C, = M@,
WHRARAE Cy = H(x,,||MIly,) LA SCHRF fif % 5 ) 56 5
PEIGIE, #iH% 3 C = (C,,C,,C5)s
PE2 UL . 5680E RN RN
Ja, BEANGRISHpp. EXC. BHn M EIEK
EANAHARBEIER = (pk,e--pk, )y HE R s,
M sk, = x,, LARBERLSH B AE i N FFAT
BTN AT
RENBEN LI e Z,, GG HEERSHI

pies

N

/

P

K,=BIpk fK, = o, LASCHF 58284 Bk 5 55 %
WA, BEHLER e Z,, THET, =1pk' T, =o"
BENLE R w € Z,, tHHEPIRIE D, = H, (pk,)". BE)5
BN ERGPRE c, ., = H, (C|R|IK,|IK,||D, )
BRG] i e {1, b\ {5 PHEIRA% B (107 I
P TR ks, eZ, HHD, =
H,(pk)"'By 5 | $k s &
H, (CIR|IK,|IK,|ID,)s 5 NF A3 B Hbs 2 AE D
HNe, ., BTRIZEE QT EYTHE, .,
WAL N e, EANRBEBAGLHTHs, =u -
B E W R[] B S = (5,008, ) e=
Hy(KJK BT IT e, )52, = r, = etmod p, JEfe2%
R 44 5 B SO R BN -
o=(K, K,.B,T,T,c,Sz,)
C=(C,C,C) (7

Civ1 ™

¢,x, mod p,

324 HEME

FETHEER B, T2 O S BT AN IR A2 A
5% Verify (Co,R) LA IE SR S35, It i
$ 5% Klink (Isk,k, 1) IR A HE L R 2 IBEEAT N,
B J5 1 F 3R & %5 4 AR U VE Aggregate (L) RE A
ROk SR R WA PO

FE1L BANAZLIGIE. T2 DT B
X C W& o=(K,K,B,T,,Tyc,,82,) VAR
R =(pk,,">+,pk,), BATHEANBLEUERE L. 1HET
CMENTIN B S = (s5,,000,5, ), WEVIEPIEE e’
=c,, FEUKREIR A 20 RGP Ak ok B d 2 U i 5 B R
B T8 iNAHpk, 5 D, = H,(pk,)" B,
¢t = H (CR|IKKD,), A K e=H; (KK
BIT\Tyllc,), 5EJE R El e, . \'s Fe,.)=c H
Ipk™(K,B, -1)*=T,, o K;=T,>, WKL
P — B UE 3 o a1, U ) s 2 T R
0.

HE2 BEEUEE I . TF O N
Plisk. BEREERE DA NEAES
I1={(C,0;) }» IBATHERRSE,

THEE ORI A S AT E g
Cl-] (ATl SRS IR ED . 1HEh
Lo SR TR EE— T (Cu0,) RN H L (KK )
B4 B RABEEAVH 1sk 5L MEMLG T 5% 0% 2
XoF IO PR B 25 o



S72 . EOAE

¥k

47 %

tag; <— Ka,/Kb,j_lSk (8)
B JS T SO HIAT O tag,] < O tag, ]+ 1 EHT
TR . RS Cltag, 1> ko THE LR IEH
EH IR EAT N, Wt L B0, R E R
=L (Coptag) IMANAE BES L, It A 2K
B Lo
TERTEF, RGuEE e S0 FIR
kX5 AT R A (A ROk SRR AT A, M
G —HELE P A RIRER A Hhk=10, X
PLEATER IR, Mk > 1, N BRI A
$B3 BENRE. ERE 8RR
BhE, rEPLEMANASUEEES L = (C.0..tag;)-
PATREGHIEMH R ES 4o, HIGHEERRE
Htye
TR ORI — DR S 5 O -1
K SHTHBCR G FNAROERRH, Cl-IHT
O B—MEE AR BTE A SOE SR I, A
W ORI RO T HEE B TR O Rk Gk
ik & L =8 A (Cooptag), H #EH
(Cp0,.tag Y IMAFIE S, RIS Lhtag AF AR5 EHiTH
B, AT RN Cltag;] < C[tag,]+ 1. 5€
B4 RO S 0 1 SR S, THE ORI R
HHIRA(9), HRIEERE L.
6=(S,0) )
EABREMBIE. WETHLEMARY
A Hpp. WRAEAZEX 6= (S.0), BITRE
S5 42 6 SIE BV AggVerify (pp,R.6 ), 45 R A4 0
R WA 1, SR 0. M R ORI RS
A Hpp, VAL —ADZETHELS ¢, DT
Gt IRA AR BB AR B ML IR AR ] S
FHIZKH (Cpoptag), T Y 0, = (K, K,,.055,)
HP S, = (5;0,008,,)e
Phe,  fENPIIRBRARAE, H3F AN 4 IR
WOE L, =ghpk, I E OB O H o, =
H, (CJIRIK K, L, )o 588 n OEAE 15 2 ¢, IF
thiic,, = ¢, AWEMEE, WHIHZ 4 S5
WIS AR —5, Srmit it 15 S, e
HL e % 5% B G 0.

T4

SRS EENERMRE. EREEL WE

O N R 2L S C = (C,,C,.Ch) 5% d,
BAT SM2 R % LSRG EE W L, HdC, =

(x;p,) € E(F,) A2 ri, C, N5 f%
e, Cy NE BRI . WA PO 1 SE R AL A
d I RIEE S S=d,C, = (x,.,), BRI IR &
MRS N Z = x)|ly,. ¥ A KDF, 15 ¢t=
KDF (Z,|C,|), #Hi ARk, MR %% 3.
B¢ S AT 0 W SO A S OV AR SR B S
M = C,®t. WL HTEENMNRINMEC, = H (x,|M]ly,)
W R ORI B, 5 C, = CoMIE 4% 2, b
JE ¥ SR S M FHEE
4 ZEMDH
4.1 IERAM

UM AN 6 =(K,.K,B,T,,T5.c;,Sz,) H
HS=(sp,s,)e NN N BIHIE KN R=
(pk,,--+pk,), W FAERie{l,n} ALHPK =
g WEZFENF M RG] Hys, FHX R FA
Hhx, o

(1) PRI

L4 0 NR BN s ISR 44 38 1 5544 32
AR, WA BAEZR 5] s Abi A2 -

u— L’AXS

L =g pk; =g" “"(g") =g" (10)
HIUEp BeAs 2B A 2 L, — 5.
XFAEZE L EHALE = sIEDL, BT s, ABEHL

EEL, R

L,=g"pk;i=g"(g") =g (1)
KA SZELW BA R ENE . H
KAyMRAD) A, SN FHHie{l,n} RKiF
J7 BT EAR B0 L, 5584 A iR BOW B AT B
g W —3. Hik, WBAEH, (CRIKIK,IL,) BT

B RG2S BARFEF—8, &2 -
Cav1 = €y (12)
MO AR )52 4 RA12) AL, BB A BGAIE

s, +xc;

SIEUNS
(2) kIRZEATE
TE2E 4 A OB By, %5 44 3 Bl L gk HXBE AL 2K
teZ, WHERSH:
K, = BIpk'.K, = o' (13)
TR B AL 1sk = g” IR E T X
% oV AR A

tag, < KK, ™ (14)



%61

B GG SE < T 1A HL T 15 B B A AT A TR PR R A Bk 73 -

K RANRAKA I T, w13
tag = B‘lepkt(a)t )ik = ij (15)

HER(1S) AT AL X T A BEE N AR 2 A
2k, HON M R AR AR e A R, R ) W AH (R
RN B S 1 i K ARV I B IR .

(3) REZLTIE

THEE A O TE 58 AN 28 44 B E 5 R SR R B
o, BT R LRI ROk EHLARAER R
6 =(S,C). WEHOIEREIUER B A e K
TR

OREN G — N ELYNEEES, F
AN IR IR, WA TR

OF S0 E T IUEF 7 N EISEER MU ORI S
H & —3%.

SERAEIROF RS AR fG, I 0T
EE TN H (Cotag) e STHAT T EUCE T #:
fE O [tag,] < C[tag,]1+ 1. 5EM LB #HAF )5 15
B B B Cltag]=|Cotage S, # 2 C
[tag]= C[tag], BURIRHEZMA@IIER, WE
HL o B R E X R 6.

42 ExM

FIE1 ERENITS AU, 5 DDHARGAERT
G, Ear, MEXHME & 2 DU ] EF 4, H
B A4 VAR 34 AT 2 BR A

WERR I 4 AN THREANTT X 3 B AR S ) 29 3
ATUE B, Il T TR XK Game i H 3R PR ) E 2
Pr[G.].

Game 0: F 5[ 4 VR Gamey" (7). ik
FH CIEIHAS b € (0,1}, M SERIN AR & Bk
k24 o

Game 1: BEA LA (K, K, "), B, TREF
HSL. WA A FT B[R] Game 0. 7 A BB I 2%
LB, CHNUEIT < G,, %

K,”=B,'TK, = o (16)

BENLIE I ez, «— Z . Xt H BT 25 N 2 R i
the, I%:

T,"=Ipk™(K, (B, )" )", T, =K, (17)

HAR2 2 & A 17 20 Game 0.

Game 2: fE Game 1 [ 2&ah I, H—5¥ B "
B ¥ SN C R . VIG5 M BLR Game 0.
EA PRI A B, CRNLIEI R < G,, &

B." =R, WAEEFX RO E e
D, = H,(pk;)"R" (18)

HARER 7 20UF Game 1, T,° T, RFR
P IE -

Game 3: P14 5 &M BLIA Game 0. 7541
PhR A B, CBNIE R ¢ 2,
T i=10 T O H D, =
H,(pk,)" R, X H WEEHwE&ENe,,, =
H (C|\RK, K, ID,)s H&Hitre,,, =c > Bk
GRS A A S b SE A TR R

5131 2 DDHRWAERE G, Eor, MIXHE
BHERZ AR TF 4, Game 0 5 Game 1 fE+T 5 I
AATX 5, B

IPr[G,=1]1-Pr[G, = 1] < AdvE™(z) (19)

MERR BRI 2 T AT A REDAS
] ZUE A X 7 Game 0 5 Game 1, #Ji&E 40 25
BKf#DDH [n] . %5 5% DDH 320 (w,0" 0", T), %
Ipk = @', UL B A 538 X B BE 32 FA BH 1sk =
9, € Z,o 4 K,"=B/TK, =o', Bl &I e,
z, < L, X H BN RNttt e, IF4 T, =
Ipk™ (K, (B,"Y " ).T," = wK," . # % R T'=
w”" = 1pk' %57, MK, = B, Ipk’ 5 Game 0 H E 52
B A TARG, LR AENITER,
WK, 1 G, EHEEENL, 5 Game 1 534 —3,
DDH & A1 X 7. EEE .

5132 % DDH & AERF G, LR, MIRHAE
BMRZ AT 4, Game 1 5 Game 2 7£ 351 F
AATIX 5y, B

IPr[G,=1]1-Pr[G, = 1] < Advi™(z) (20)

E BR My & ML 28 B oK fi# DDH SE
(Hz(pkidh)st(pkidb )xm”’X)’ BT 7 X = H, (pkiq, )

81,08, Zp,

WAL, Hf B =X, & X=H,(pk, )™ W
B, UNE SRR, BT XN Game 1101704l A X
NG, ERABENLTER, WIECTX M Game 2
3. VERE], Game 1K, C¥LIBENL, #B,"
MM K, 5540, G, I DDH R H &
AFTIX 43 ERE.

51323 DDH{R&/AHR G, Elor, NXHAEE
MR 2 A F A, Game 2 5 Game 3 7EiHH B A
Xy, R



7 i

hallis

B

{18 47 %

PG, = 1]=PriGy= 1] g, + 5 (1)
SRR 7R ST 4 4 BN B
s,=u—cx, HTHES(u)=u-cx RZ, L1
W, EEERAEs, < 2,5 H B S 4
SEA Ay, BRI BB X H, AR R, . | =
e, BRI R AEFE WS T REHES , HESE_F IRy
an,+ 5 TP NKEHL RTINS L.
v Lk, 7E Game 3 FFHE A 4 10 RS b
K, HPr[ExpS = 1]= 3, A7

1

Advi™(z) = 5

Pr[Gamef\“"“(r) = 1] -

<

AdVEPH (7) + AdvEP (7) + gy + % (22)

PRI, SR SR 2 BN AR T 4, s
I ] 2 R A, e B LIEER
4.3 TAMAEM

EE2 ARSI T, % DL [
G, N AE, 0 = 2 U TR 18T AEA
APl 38 Bt Ui R Game "' (7)) 7 3R i R 3 ] 2
W BRIER

MEER ARSI S A 2R B EaR gk

Game 0: B Game')™ (7) A X 5L A W] i&
TERK: o

Game 1: JEWHAR WL AHRG . VIG5 E
WY B [F] Game 0. 1B R G0 s HAR B B # A
HEEAN, CHEN I IRI A4 5] NBEAL H AR Z
Gl %k L S A i HR B B 1K A B pk o A
H(m' o R )G, #pk ¢R, WHE AR &
M, 4% Game 0 3R 251421 5E o

Game 2: 55 HAR M SE AHZE 5. 5 Game 1
MIF, ZRLET CIal% Sign (id,m) B, 2557
WREGEHIRAHPK, WCAHHHRESZEAH
%, RMEEPE L. BAATE, CHEALIE
B — Gy cpusyyeees, Ly X i=1,-- 0 P
T

D; = H,(pk,)" B, (23)

BH . = H (m|RIKKD,) NEEHLIE HL
H, B, — S50 e SATL ) O fx 2% 561k % F
Cpor = ¢ ML FENLIER e, 2z, Z,, WHEH, 1

W Ne 4T, =Ipk(K,BL ), T,=w' K %4
A G pk I, PRI 24 07 4 .

514 WAEEMERZ AN EKT A F
Pr[Game 0 = 1] < NPr[Game 1 = 1],

MUERR T ATE Game 0 3R, U H A
R E DAL — AR A Game 1
BN H AR A8 pk,, Hix NZESHIME 2D
Pr{Game 0 = 1]

7‘7%’ M Pr[Game 1 = 1] > N , b
AL, UFEE,
5135 FERENLIS VISR, SHMEEMERZ

TR (A #F A{# Pr [ Game 1 = 1]ANA] 2%, NIIAF
1t 2 T U (8] 5092: B fig LA o] 208 SR iR G, B
HOR H17) 7L

UERR AR ST M) i DL SR i 4% B. B AN
(H,(pk,),2), ¥ z=H,(pk,)" Hithx. H—%
HATRALS RS, 2 BRI Game 2 1948 Bt 2
B, KEEAHEE Npk, =Y, HRIWMEAH
pk, = gV IEH AR . FHLT S AL B4 &k
Xt Sign ), U pk, B, BAEH A
HESEZ 4 R pk B, B Game 2 151
M4 AU RS 44, X AT ECTAE B A & 2 1) 7
i 5 Game 2 — &,

B PSR HAM R TR . 2 A7 Game 1
PHER, HiH (me R, Hopk, e R IFIEIT L
YRR = (pky, - -.pk, ) HERIINLE ¢, HUFTHE

D, = H,(pk,)"(B))" (24)

TESRFRMTBL, B UAAS AT 200 A 2215 20 43 % (]
—(m" ROHME R hiEe™ D 5™, {HHAEHIRL
BB AN D = D, X R D, AT R AL
—HMERR, B

H,y(pk,)" (B))" = D, = Hy(pk,)" (B, (25)

T G, N R BN TE, W B, = H,(pk,)"
%fiﬂ%’“:

1 _ (2)

St t
PR

(modp) (26)

% B, =Z7Z=H,(pk,)", Wa=x, Bu{ELI
SIS (] 4 3R H DL 521 x,. 45 Pr[Game 1 = 114
2, W B3R G, b DL MR R 20, 5
DLER& T JE. iFEE.

B 5l 25 & DL & I 1F, Pr[Gamel =1]K



%61

B GG SE < T 1A HL T 15 B B A AT A TR PR R A Bk 75

] Z 0% B 5L, Pr[GameO = 1]< NPr[Gamel = 1]
HNZ0A A5, K Pr[ Game 0 = 114 1] 21 p&
B, EHI2IEEE,
4.4 REFIRM

EE3 EREHLT S VSR, %5 DL N,
WAL 7 S5 SR R B PR 1 o X AT 3 2 i (]
MIECTF A, 15 IR IR 2 i 2% Game!§o (7)
R AR 2y T 720 R

WERR  JEARZE—EME . ARSEME— M S A
T P SRAUE B BT A TCVE AR G T BRI ) A2 4

5136 ME B ERIEETRIENZES o,
FPREUR 250 /L tag = K, K, ™ = B.

MERR  fAfE e flz i

Ipk*(K,B.' ) = T,,0" K =T, (27)

B> X gl B, X A — (K ,,K,,B T, Ty, ) 13 £

PR (e,z,) 5 (e'z))s e #e's T[f5:

!

1, Z,—Z
log, (K, B, )= ﬁ (28)
_Z - Zt’
1Oga)(Kb) e—e' (29)
fitlog,, (K,B,”") =log, (K,) =1, [Klt:
tag = K, K, = B Ipk'o™ = B, (30)

Lt

SIE7 AEDLRB T, #naEnE—MaE AR
SN I RE B 25 LAAS T 2085 R AN ] o

WERR RUAF(ED = B, = B;, All:

H,(pk;)" = Hz(ij)xj (31

oI T & ki M OR AE pk, = pk;,  H,(pk) 5

H, (pk,) JIX AN RS BEHL S HL A 45 2R
TG, 3505041 BAHH AT

M TAEEFEE M x, x e, %€ H,(pk,)

NGO ERH, (pk) 1T G, P HE—FRrE o ER,

i‘zaﬁl‘mﬁéa@wﬂzwﬂ} BT p KRR,

A AN, AR E N B, LA 2 B8 ME 2 B
AHIE. UEEE,

B % T F ATE Game P (7) H1 LAAS AT 2205 ik
RN, B AR — tag S R BRI ke T3 6
ATHN, Ak I B E Y e SRS ) tag ME—SE T AR
HEW B, WA BT, AFEEENR B HA
FHIF o

F T B R I, AT RIERE 44 A
LR RTIE PR MRS B . BT, T
BN IE — N EEE A B = B AR E IS RAE,
XN FAEARFIEFAH x ISR g — &
A% . HEE 2T, fE DL N AR EELH
x T ERMIE SRS L, T ALEL S
H I B R ER I

BRI, BT ATERECZ SR BT Game o™ (7)
HHOR M (R S o] NS R, E R 3HIEEE .

5 MEgEh

A5 5 Ordinos 77 &), Helios J7 ' f1k-LRS
J7 ROV AT PERE XS L o 5236 3E T Python (RRA
3.6.9) {f Windows Subsystem for Linux 2 (WSL2)
R15, 147 T Ubuntu 18.04.6 LTS 64 fi7#1F £ 45 .
AR T7 % 3&E H Charm-Crypto J&E, Type-A X Fx W £
PERCX, JEIREBCKE N S12460, BERY N 160 17 %
K, X2 4TSREEZ N 80 4, A o BT A SEEG K
P8 20 YRS IG 5 FIFIME .

51 BEFHESHEERE

WE 2 N, A7 RAE2~500 NAUEL T 18
{544 H 0.57 KB % 15.65 KB, BEAUHZAKT He-
lios J7 & S Pifh k-LRS /7% . Ordinos J7 Z&iB = 144 5=
AJEELET.3 KB; Helios 5 &Kk, k-LRSHZE
T N BSOS i BT he 76500 AR R, A0y
Z % ik Helios. k-LRS (,=1) 5 k-LRS (k=10)
5 Z KL 93.30% 75.38% F187.6%.

18

—— KR () X
16 —O—Ordinosjiﬁ (Eéy\!f'ﬂ]) S 200
Lal| * Heliosii% (Figln) ' 1
-0- k-LRSHE (k=10, AHY\%)
12}| - = - k-LRSH R (=1, Fighh)
%10- * ’}D @
" 7 100 E
EE 8| @ EE

w4
N

S0 100 150 200 500
BOENBRBE A
El2 @fETr

2 5 10

P RS R R 2 R, Hdn 3
WA, kABERBER, MARREE4HE.



.76.

woE 5

i 4745

SHSE R, AT R RRRI T AT S SR B EARE . Ageregate 5 Ag-
B (A K (AR, 7 I BB T A B
O(K)WE 01), 3T fME 58 T 0T

Jett.
*2 BREEREXL

g k-LRS /7 % ENGE S
Setup O (k) o(1)

KeyGen O (k) o)
Sign O(nk) O(n)
Verify O (nk) O(n)
Klink O(k) o)

Aggregate — o)

AggVerify — O(nl’)

52 HER¥ RS

WE 3 PR, fEREHCN 50~200 2K,
AL T7 T IR Bl 1 B0 U B () B AR I B AR R AR
5E s k-LRS J7 5 0 BER2 56 1F i 1] B $5 22 v 8 b PR 3
IR 2 B RSO FARRT K-LRS 77 E ]
/0 29 98.29% IS (B FF4H, WA SO RAERER Y
BA&BERMREEE8E.

06 18
— AR (KEYh) e
o5k KLRSTR CHigh) A
S = mEgeysom W
; o BN 100 )
= 040 4 HEHONI50% Mg
= v EEHON20051 AT e E
b 0.3 1=
& s &
b i
# 0.2 16 o
{4
0.1
12
0 o

6
BB R
B3 ANE B B R 6 I T4

53 HEABMES

WK 4FTR, f£m=50. k=10LK&E
T, WA T ZAK-LRS 7 R IPAT R .
FEIRFEZ R, Ordinos 55 Helios 77 RN EL X 2L 5
IO UERT (). S5 RRA, AT RAEBAITH LR T
k-LRS /7 & . AL 7 %1E KeyGen. Sign. Verify 5
Klink 5% OB B R B H B m B HAT 2%, Je ik

gVerify SLEAF A SO RFFA G, AR R FFAE
BARIT4H -

4 e As0i% ) N K-LRSH% (g 2
12 54.552 54.245
10372 Q 1 § 50
6 /\ /\ 5.269 30
il 1\ /
2t /\ /\ / 1
%@QQ 4502? %&? 4@"‘\% @J\& @‘??0 z;‘&%
‘Lg) Ygo"é chgj
v i)

K4 SORBEAITE0

WE SR, ERENEHIBN 2~500 AL
W E T, KA %5 Ordinos. Helios 55 k-LRS
U5 RIS TR AT R . SRR, AR
TEAN [R5 25 NSO T 2 2 R RF B P 43 ZE 1 [ T
B, JUICAE /N RIS A 25 AR 3% 55 v I 3 5 Dy B
s Ordinos 77 58 B AR 5% 22 i 1] 144 4% i ELAZ Ak 4R
X% k-LRS 77 ZE 145 S A [ U o o 43 32 N 4
mim EWKEY, RS T IHRE.

SERULEH, RSO REAFRMB EY = TR
ﬁixﬁnﬁ"ﬁ’i%xﬁ$o

800 (IR AL H % (A%l
Ordinos 7% (ZEg\4h)
Helios 7 5¢ (ZE4\h)
Ek-LRSHE (FHY\%h)

691.72

600}

=21 161.57

494.79

-
\E
N
§=
- NE
2 o §§ @
= NS FI N ooz
= s N K NE =
® 1N H Nl
1N \Efooo
bl NE I NE
200 . . N FENE 00
. £ 7 NS [FENE
o =3 S %ZN= §=
7 N A A
% « 2P Bas 21 N PN NE
o EAEEE7EE 2= =P8 /N N [N KA KON
2 10 50 100 150 200 400 500
ErE YN Gk TN

CREENEECE YN (o M e R L

K6 Xf E 7 A S5 % 5 Ordinos. Helios & k-
LRS 75 ZAEA R B 52 N FONA T 1R 58 10F B 18] FF- 49
SIS RR I, RS RAE /NI SR R FERAK
IOAETTAY . B2 N HH 200 A3 %2 500 AB, Or-



%5 6 34 B GG SE < T 1A HL T 15 B B A AT A TR PR R A Bk <77

dinos i Helios [ 3 iE 8 22 12 354K, 111 k-LRS HI5%:
WS R LTt M2, A A8 KM,
s MO EABERERSIETERE, MR T4k
77 R BA BAF AT AR IE O

8001 Mg Acxc H 22 (Z2dhdih)

22 Ordinos 5 & (CH9\%h)
NN Helios 5% (£49\%h)
600} [ES k-LRSH % (ZEH\4h)

R
w
= +=
= 400 =
gﬁ%

200

100
BRAHORBYA

6 AFBEENEHL T BISRTIERT [E]

6 ZERIE

ASCHR T — P SRR 22 PSR AR U B 44 mT
BRENEATISR, WHERPIREE GORANR
I SEPL AR S B . SER R S 2 i R
B, A7 RH#A e SRR, UHAARERD
B, MBUT k-LRS J7 Z-1 2l £ 98.29% [ [A]
BIRER

S K-

[1] Cohen J D. Improving privacy in cryptographic elections[R]. 1986.

[2] Kisters R, Liedtke J, Miiller J, et al. Ordinos: a verifiable tally-hiding E-
voting system[C]//Proceedings of the 2020 IEEE European Symposium
on Security and Privacy (EuroS&P). Piscataway: IEEE Press, 2020:
216-235.

[3

[t}

Anggriane S M, Nasution S M, Azmi F. Advanced e-voting system us-
ing Paillier homomorphic encryption algorithm[C]//Proceedings of the
2016 International Conference on Informatics and Computing (ICIC).
Piscataway: IEEE Press, 2016: 338-342.

[4] Yuan K, Sang P, Ge J, et al. A timed-release E-voting scheme based on
Paillier homomorphic encryption[J]. IEEE Transactions on Sustainable
Computing, 2024, 9(5): 740-753.

[5] ElSheikh M, Youssef A M, Hasan M A. Self-tallying E-voting using ho-

—_

momorphic time-lock puzzles and ZK-SNARKs[J]. IEEE Transactions
on Network Science and Engineering, 2025, 12(4): 2566-2581.

[6] Jivanyan A, Khachatryan G. New receipt-free E-voting scheme and self-
proving mix net as new paradigm[J]. IACR Cryptology EPrint Archive,
2011, 2011: 325.

[7] Haines T, Goré R, Sharma B. Did you mix me? Formally verifying veri-
fiable mix nets in electronic voting[C]//Proceedings of the 2021 IEEE
Symposium on Security and Privacy (SP). Piscataway: IEEE Press,

2021: 1748-1765.

[8] Battagliola M, D’ Alconzo G, Gangemi A, et al. Enhancing E-voting
with multiparty class group encryption[C]/Applied Cryptography and
Network Security Workshops. Berlin: Springer, 2025: 251-273.

[9] Canard S, Pointcheval D, Santos Q, et al. Practical strategy-resistant
privacy-preserving elections[C]/Computer Security. Berlin: Springer,
2018: 331-349.

[10] Wabartha C, Liedtke J, Huber N, et al. Fully tally-hiding verifiable E-
voting for real-world elections with seat-allocations[C]/Computer
Security-ESORICS 2023. Berlin: Springer, 2024: 209-228.

[11] wyciohly, BEEIRS, XU ES, &8 . 26 T 2 RS0 i X Bk vl 7 #5207
R0 HHEHLTAE, 2026, 52(4): 313-326.

Gao G M, Di G X, Liu C X, et al. Blockchain electronic voting scheme
based on fully homomorphic encryption[J]. Computer Engineering,
2026, 52(4): 313-326.

[12] Benaloh J, Moran T, Naish L, et al. Shuffle-sum: coercion-resistant
verifiable tallying for STV voting[J]. IEEE Transactions on Informa-
tion Forensics and Security, 2009, 4(4): 685-698.

[13] Jamroga W, Roenne P B, Ryan P Y A, et al. Risk-limiting tallies[C]//
Proceedings of the International Joint Conference on Electronic Vot-
ing. Berlin: Springer, 2019: 183-199.

[14] Adida B, Marneffe O D, Pereira O, et al. Electing a university presi-
dent using open-audit voting: analysis of real-world use of Helios[C]//
Proceedings of EVT/WOTE. Berlin: Springer, 2009: 10.

[15] Ramchen K, Culnane C, Pereira O, et al. Universally verifiable MPC
and IRV ballot counting[C]//Financial Cryptography and Data Secu-
rity. Berlin: Springer, 2019: 301-319.

[16] Yang Y, Guan Z S, Wan Z G, et al. PriScore: blockchain-based self-
tallying election system supporting score voting[J]. IEEE Transactions
on Information Forensics and Security, 2021, 16: 4705-4720.

[17] Harn L, Hsu C, Xia Z, et al. Multiple blind signature for e-voting and
e-cash[J]. The Computer Journal, 2023, 66(10): 2331-2338.

[18] Wang B W, Guo F X, Liu Y T, et al. An efficient and versatile e-voting
scheme on blockchain[J]. Cybersecurity, 2024, 7: 62.

[19] Huber N, Kiisters R, Krips T, et al. Kryvos: publicly tally-hiding verifi-
able E-voting[C]//Proceedings of the 2022 ACM SIGSAC Conference
on Computer and Communications Security. New York: ACM Press,
2022: 1443-1457.

[20] Choi W, Liu X Y, Pang Y X, et al. K-linkable ring signatures and appli-
cations in generalized voting[R]. Cryptology ePrint Archive, 2025.

[21] Rivest R L, Shamir A, Tauman Y. How to leak a secret[C]//Advances
in Cryptology-ASIACRYPT 2001. Berlin: Springer, 2001: 552-565.

[22] SM2 il it 28 AR 5% GM/T 0003-2012[S]. 2012.

SM2 elliptic curve public key cryptographic algorithm: GM/T 0003-
2012[S]. 2012.

[23] GM/T 0003.4-2012 SM2 1[5 ith £ A RSV 55 4 855 AN
HIE[S]. 2012.

GM/T 0003.4-2012 public key cryptographic algorithm SM2 based on
elliptic curves: part 4: public key encryption algorithm[S]. 2012.

[24] Boneh D. The decision Diffie-Hellman problem[C]//Algorithmic Num-
ber Theory. Berlin: Springer, 1998: 48-63.

[25] McCurley K S. The discrete logarithm problem[C]//Proceedings of
Symposia in Applied Mathematics. Berlin: Springer, 1990: 49-74.



47 %

SIE (1998- ), Zr, Ik A,
FER R BT N SR AR

Fram (1981-), 59, flid, B K%EH
¥, EBEWFRT RN 4. BHER
2. RN RG T,

IR (1986-), 55, ft, MR EIH
¥, FBWFTIT RN B %
4. it A, X s,

FESE T )5, BT FTT5 A N o
7S 7 N B Vg o

SXE (2003-), B, KW 4,
TR T 1) R N 20 2

HIEH (1964-), L&, L, Bk
Bz, FEMARITIRAMG T, R

ek



